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IDENTITY THEFT PROTECTION: 
A WIN-WIN FOR BANKS AND CUSTOMERS

Customers are ambivalent about the relationships they hold with their 

financial institutions. Recent research from Accenture finds that 71% of retail 

banking customers view these relationships as transactional and without 

much added value to their lifestyles. But, research shows that they’d like 

this to change. Consumers want help from their banks. They want them to 

provide education and to recommend products and services based on the 

personal information the institution has about them.

Banks and credit unions must consider what it would take to become an 

“Everyday Bank,” as Accenture terms it. This means becoming a bank 

that establishes a foothold within the customer’s day-to-day life based on 

the value and types of products and services it provides that match their 

lifestyle. This perspective is also related to an emerging category labeled 

Lifestyle Financial Services.

How do consumers view identity theft protection?

Given the technology-driven environment we live in, identity theft protection 

is one of those lifestyle services that consumers want to buy from their 

banks. Cisco Customer Experience Research’s Retail Banking Results survey 

indicates that 83% of over 1,500 consumers value identity theft security. This 

is ahead of the value they placed on increased savings (80%) and financial 

education (73%). Solidifying their desire for increased security, 61% would 

provide a fingerprint in exchange for protection against identity theft. That’s 

a pretty strong message that banks and credit unions would do well to heed.

How worried are consumers?

Research conducted by Kaspersky Lab found that 58% of consumers worry 

that their personal information may be stolen and used by other people. As 

well they should. The research also found that 80% of consumers surveyed 

conducted financial transactions online, whether via online banking, online 

shopping, or online payment systems. Forty percent of them use mobile 

devices to do so. 
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http://www.accenture.com/SiteCollectionDocuments/PDF/Accenture-2014-NA-Consumer-Digital-Banking-Survey.pdf
http://www.accenture.com/SiteCollectionDocuments/PDF/Accenture-2014-NA-Consumer-Digital-Banking-Survey.pdf
http://newsroom.cisco.com/documents/10157/1142732/CiscoCustomerExperienceReport_for_Retail_Banking_Global.pdf
http://media.kaspersky.com/en/Kaspersky_Lab_Consumer_Security_Risks_Survey_2014_ENG.pdf?_ga=1.94165022.2056668832.1413575649
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However the research also found a disconnect between worry and true belief 

that the person could become a victim of cybercrime. Only 21% of consumers 

in North America believed they could become a target, with 39% not sure 

whether they could be targeted, and 40% stating that they cannot be a 

target. Providing education and support to help your customers understand 

the possibility for identity theft along with services to mitigate their exposure 

will be seen as a value-add by your customers or members.

What’s the opportunity for my bank or credit 
union?

You’ve read the headlines: 

• Missed Alarms and 40 Million Stolen Credit Card Numbers: How Target

Blew It

• Data Breach at Home Depot Leads to Fraud

• Sears Kmart Loses Customer Card Information in Data Breach

And you’ve likely dealt with the fallout. According to the Identity Theft 

Resource Center, through mid-October 2014, 606 data breaches have 

been reported this year, an increase of 25.7% over the same period last 

year. While the entity where the breach occurred faces substantial financial 

repercussions, so do the banks and credit unions whose cardholders were 

affected. 

It has been estimated by the American Bankers Association that the overall 

cost to a bank for replacing a debit card is $331, and $530 for each credit 

card reissued. But, even worse, the personal information compromised in 

many of this year’s data breaches is comprehensive enough to result in 

stolen identities in addition to fraud.

The opportunity for banks and credit unions is threefold:

• Build higher trust and loyalty. Consumers want to buy identity theft

protection services from their financial institutions. Providing this service

across all fronts—from protection to detection and restoration—will

develop better and more reliant relationships with your customers.

• Increase non-interest income. Rather than the punitive fees that can

leave customers feeling nickeled and dimed by their institution, this is a

service they want. Proactively providing it will not only increase earnings

but satisfy an unmet need for many of your customers.

Cost of Replacing Cards
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Want more information 
about Deluxe Check 
Programs?

Contact us today.

EMAIL 
DeluxeFinancialServices 

@deluxe.com

WEB
FI.Deluxe.com 

CALL
800.644.7879

Listen. Solve. Deliver.
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• Reduce costs from events beyond your control. When the brands

your customers buy from are compromised, cleanup is costly. With the

monitoring provided by identity theft protection services, the burden is

shared. Your customers can have their immediate financial loss restored,

providing your institution time and space to investigate and remediate

the account.

Take a look at this video that shares what the executives at three financial 

institutions have to say about the importance of providing identity theft 

protection and restoration to their customers. 
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